
Lay the foundation for your Cyber Resilient strategy:
 

Ignite Technology
One Security Service Overview

Managed security
services get you the
expertise and support you
need without the demand
to hire more specialized
resources. 

Build cyber resilience for
your systems, data and
team with an Ignite
Technology One Security
subscription. Lean on us
to support your business
continuity and stability,
secure your digital
operations, and more.

Craft meaningful organizational governance for your team
Take a proactive approach to cyber security
Maintain business continuity and minimize IT disruption
Analyze and mitigate risk to continuously fine-tune your program
Supplement your team with our cyber security experts



ONE SECURITY

We know that having a dedicated security analyst
isn't cost effective for most companies. One
Security gives you the protection and analysis you
need at a fraction of the cost to employ your own
resources.

We use enterprise-class tools, paired with our
team's expertise, so you can focus on your core
objectives while continuously improving your
security posture. We identify, triage, and bring
incidents and oddities to your attention
immediately so that no time is wasted in response. 

Managed Cyber Security Service Subscription
by IGNITE TECHNOLOGY

Included in
ONE SECURITY

Security Operations Centre
Ignite Analytics 
Endpoint Detection & Response (EDR)
Multi-factor Authentication (MFA)
Email Security Management
Web Security Management
Security Information & Event Management
(SIEM)
Security Orchestration, Automation, and
Response (SOAR)
Policy
User Awareness Training System
Cloud Security Integration
Forensic Log Retention

Cyber security is not about fearing the next attack. It’s about preparing your business to face security challenges
with confidence. Our experts prioritize getting to know you and your team so we can build the most effective
solution for your organization, and become your trusted partner in cyber security..



Is the flood of security alerts overwhelming? Don’t glaze
over what’s essential - Ignite Analytics can help you
become cyber resilient and expand your security posture
without the overhead of staffing and continuously up-
skilling your own resources. The best way to mitigate risk
is to implement a proactive security program, and we’re
here to help.

Your Ignite Technology Security Analyst will provide
proactive cyber security operations and a weekly report
with simplified actionable items alongside metrics to track
and validate the health of your organization’s security
infrastructure.

We'll use the data and alerts collected to proactively
improve your security program by identifying and
addressing vulnerabilities, improving incident response
procedures and educating you on evolving best practices.

Included in One Security:

Ignite Analytics Endpoint Detection & Response (EDR)

Cloud-managed endpoint protection means your team can have
the flexibility to work from anywhere, from any device, while
staying secure. We’ll detect anomalies and suspicious activity
while scanning for oddities in network traffic, system processes,
and more so we can mitigate potential threats proactively.

Implementing EDR allows us to go back to an incident and analyze
everything that occurred prior to the point of detection. This
means you can capture the entire trail of activity, and advanced
threats can be mitigated before they have implications on your
business.

Real-time threat detection
Forensics and incident investigation
Maximized endpoint visibility
Quicker time to restore normal operations

You'll get:

What are endpoints?

Endpoints are physical devices that connect to your network, like:
mobile devices, desktop computers, virtual machines, embedded 
devices, and servers.



Email Security Management

Protect one of your most business critical communications
channels from phishing attempts, malware, business email
compromises (BEC) and more with managed email security
by Ignite Technology. Business impact (should a breach
occur) can be minimized by implementing proactive
filtering options with the help of your analyst. 

One Security SERVICES
continued...

Web Security Management

Effective web security management is essential to protect against
potential cybersecurity threats, particularly in the face of shadow IT,
where employees may be using unauthorized applications or services
that bypass organizational security measures.
 
The use of shadow IT can create security vulnerabilities in an
organization's web infrastructure, as these unapproved applications
and services may not meet the organization's security standards or
comply with regulatory requirements. This can leave sensitive data
and systems exposed to potential breaches, malware attacks, and
other cyber threats.

To address this challenge, organizations must implement a
comprehensive web security management strategy that includes
ongoing monitoring of web activity, network access controls, and
employee education about the risks associated with shadow IT. As
your MSSP, we'll manage and maintain the toolsets needed to keep
your systems running and protected.

Leveraging Ignite Technology as your managed security services provider (MSSP) will help guard your core digital services that
support your organization by providing monitoring and analysis of network traffic for suspicious activity, implementing and
maintaining your security toolsets, providing regular security assessments, vulnerability scans, and more. 

Your Ignite Technology Security Analyst will capture the incident and the actions that need to be taken to resolve it so it's handled
with maximum efficiency and precision. 

Multi-factor Authentication (MFA)

Mitigate risk and secure your Cloud environment with this
simple, intuitive measure. Multi-factor Authentication (MFA)
offers organizations of every size the ability to enhance
their cyber security and access management.

Add an extra layer of authentication to login procedures for
your digital systems and services using location-based MFA
practices, so in case any passwords are compromised,
unauthorized users won't be able to meet the second
authentication requirement since they're not in the correct
physical space, device, or network. 



Security Information & Event 
Management (SIEM)

Security Orchestration, Automation, and
Response (SOAR)

SOAR works in combination with your SIEM toolset to
increase the visibility of, and speed in which threats can be
prioritized and mitigated. 

Your analyst will provide actionable steps to resolution so
you know how to respond, and SOAR will help you execute
proactively on isolating affected systems to prevent further
implications or restore normal operations as needed. 

SIEM and SOAR integrate with threat intelligence feeds that
give important context to security alerts so your analyst
can prioritize and report on incidents quicker than ever.

For many organizations, SIEM solutions are too complex, expensive,
and resource-intensive to deliver value on a consistent basis. With
your One Security subscription, you unlock enterprise-class cyber
security expertise and toolsets - managed for you by our team. 

We aggregate log data from various sources and use
correlation rules to identify potential security threats, quickly.
Alerts and behavior anomalies are triggered, assessed, triaged, and
you receive detailed information such as the priority, threat type,
affected systems, and the potential impact, as well as a
comprehensive analysis performed by our analysts.”

One Security SERVICES
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SIEM and SOAR toolsets are included in your One Security subscription so our experts can have the most
comprehensive view of security incidents as possible. These toolsets also become more efficient over
time, and repetitive tasks are automated as they are uncovered.



User Awareness Training System
We’re living in an increasingly digital world, and cyber criminals
cause problems for organizations of all sizes as a result. That’s
why it’s important to make user awareness training a priority at
your company and keep it top-of-mind all year round. 

When individuals understand the role they play in preventing
security incidents and protecting sensitive data, your
organization becomes more cyber resilient as a result. 

Our comprehensive User Awareness Training System empowers
users with weekly micro-learnings on timely topics, annual
recertifications, policy and procedure acknowledgement, and
dark web monitoring. Plant the seed now and watch your team’s
cyber security competency grow stronger each week.

Administrators and managers can continuously evaluate their
team’s progress and partner with an Ignite Technology Adoption
Educator to fine-tune your User Awareness programming.
Reinforce good digital behaviour 
and empower your team to become human firewalls as part of
your One Security subscription.
  

One Security SERVICES
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Annual Cyber Awareness education session and recertification
Weekly micro-learning video modules that support cumulative
learning and retention
Complete visibility of collective user awareness results and insights
Phishing simulation campaigns 
Gamification options
Dark web monitoring
Policy acknowledgement

Onboard your users with ease working with our Technology Education
& Adoption team. Our Technology Adoption Educators can support
with white glove service and engage your chosen stakeholder in
monthly or quarterly reviews of your user reports to help you
understand areas of opportunity and refine programming. 

A quarterly webinar or session of your choice is included so that you
can partner with an educator to evaluate and enhance future content
based on user scores, or what’s trending.

Features:

https://ignitetechnology.com/ignite-adoption/


Forensic Log Retention
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continued...

When a cybercriminal compromises your network, the first
thing they’ll do is wipe your logs clean to make it hard to
track who they are and what data they’ve accessed. Our 365-
Day Log Retention ensures deep visibility to help reduce
remediation time so you can get back to business quickly.

Cloud Security Integration

We integrate your existing cloud-based environments to our
best-in-class security operations tools to extend the
boundary of security visibility and protection beyond the
firewall. With our Security Operations Center tools, we
extract, enrich, and analyze security data from your cloud
environments to detect potential security threats, and aid in
avoiding shadow-IT risk.” "Resiliency is about withstanding difficult conditions and

recovering quickly."
 Shawn Edwards, Chief Information Security Officer 

Did you know that the most common cause of a
breach is human error?

It's important to take a people-first approach to cyber security and build
a culture of cyber resilience. Our experts help you craft policies and
procedures that help your team understand the role they play in
organizational security, and what's expected of them.



Ignite Technology's Corporate offices:
Calgary & Toronto
Branch locations across Canada:
Vancouver, BC | Ottawa, ON | Fredericton, NB |
Halifax, NS | St. John’s NL |

Connect with us for a discovery call to learn more about building cyber
resilience for your organization: www.ignitetechnology.com/connect
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continued...

The One Security subscription is not an exhaustive list of Ignite's 
 cyber security services. If you need help developing a roadmap to
meet regulatory compliance, incident response planning or other
cyber security support, connect with one of our experts today to
learn more about our scope of practice. 

Our Approach:
Our experts review your existing policies, security infrastructure (including
applications, licensing, hardware and more) to customize and fine tune your
solution. The more we understand your current environment, the better! This
helps us create secure designs that are highly scalable, but don't inhibit the user.

At Ignite Technology, we take a people-first approach to all that we do, and so our
recommendations include everything from User Awareness planning, to curated
sessions facilitated by our Technology Adoption Educators, based on identified
areas of development for your team.

Don't wait until an incident occurs to think about your organization's cyber
resilience. One Security can help you anticipate, withstand, recover from, and
adapt to the ever-evolving threat landscape of cyber security. With our expertise
and advanced technologies, you can have peace of mind knowing that your
business is protected.


